	Alarm-to-VoIP Connection: It’s Possible, but not Recommended. 
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How can I connect an alarm panel’s digital communicator to a VoIP (Voice over Internet Protocol) adapter in a client’s home or business? 
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(Author’s note: Although the following answer provides information about connecting alarm communicators to VoIP, please be aware that many VoIP suppliers distinctly specify in their literature and web pages that alarm systems are not to be connected to their telephone interfacing devices. Many alarm equipment vendors also do not recommend the connection of their products to VoIP. I specifically do not recommend such installations. Alarm companies who connect communicators to VoIP do so at their own risk.) 

As can be gleaned from the disclaimer above, the connection of alarm communicators to VoIP may not provide a sure path for alarm signals to be transmitted from the client’s premises to the central station receiver. 

A typical scenario occurs when an existing monitored alarm client installs a VoIP telephone adapter in his or her home or business, and cancels the POTS (Plain Old Telephone Service) connection from the local phone company. How can the existing alarm control be connected to the new VoIP telephone service? 

The first problem is the electrical connection of the alarm control/communicator to the VoIP adapter. Typically, the VoIP “analog terminal adapter” equipment set is connected to the Internet via a cable modem, as is seen in the diagram at right. 

In some cases, an RJ-11-to-RJ-11 jumper cable is used to back feed the telephone connections within the home/business by taking the “telephone” output of the VoIP adapter and plugging it into an existing telephone jack in the wall. This will now provide the VoIP telephone connection to all “house” telephones connected to that jack. 

To connect the alarm control electrically in front of any house telephones, the telephone output of the VoIP adapter can be wired to the existing RJ-31X jack location and connected in the same fashion as the old POTS line. This will place the communicator electrically first, before any other telephones. 

Once the alarm communicator is connected, the system should be tested to the central station to verify that it is communicating properly. If such testing is initially successful, the alarm technician should perform further tests to ensure that the alarm communicator will seize the telephone line (disconnecting any house telephones), and reliably reach the central station. Problems can occur when bandwidth is limited by other factors, such as when the client is web surfing over the cable modem while the panel is attempting to communicate. 

If the alarm device can’t communicate with the central station receiver, it’s very possible that the particular VoIP service uses a “codec” (compression technology) that cannot accurately reproduce the sounds from the alarm communicator over the Internet. Reprogramming the communicator to old-school formats such as 3+1 or 4+2 may allow communication. Be aware that the VoIP connection may inhibit or not allow remote downloading of control panel programming from an alarm dealer’s office computer. Technicians should be prepared to either reprogram the panel through the keypad, or if possible, by using a laptop computer or alarm panel programmer locally connected to the control/communicator. 

It is critical to understand that at any given time, a specific alarm communicator connected to a VoIP adapter may be able to communicate to the receiver, and at other times it may not. It is possible that it may take multiple attempts for an alarm panel to reach the central station over VoIP to deliver a single alarm message. 

It is critical that the alarm technician program the alarm communicator to send regular test messages to the central station receiver. Any change to the VoIP service, ISP adapter, or network equipment at the client’s location may disable alarm communication over the VoIP connection. The test messages will assure alarm companies and clients that the digital communication is functional, and provide notification if things aren’t right. 

Another major problem is that, typically, VoIP adapters and cable modems are not connected to any type of backup power supply. While POTS lines are powered from the telco’s central office, and are fairly reliable during power outages, there is no such universal power backup for cable modems, DSL adapters, VoIP adapters, and the like. Installation of an uninterruptible power supply (UPS) should be offered by the alarm dealer to provide backup to any devices critical to the communications of the alarm system. 

Another problem may occur with some alarm control/communicators that provide telephone line sensing, indicating on the client’s keypad when the telephone line connected to the alarm panel has been disconnected or isn’t working. VoIP adapters may or may not provide the type of electrical signal that the alarm panel perceives as “OK,” with the possibility that the client’s keypad may indicate a phone line trouble, when in fact the VoIP telephone system is actually functional. 

Alarm installation companies should be extremely cautious and thorough when connecting an existing alarm communicator to a VoIP telephone adapter. 

Dealers providing such connections should have clients sign addendums to their contract with the alarm company, clearly stating that the connection of the alarm communicator to the VoIP service was requested by the client, that VoIP communications are not recommended for alarm communications, that VoIP communications may be unreliable, and that the alarm company specifically disclaims any responsibility if alarm communications fail. 

A much better alternative is to sell the client a different or backup communicator, such as long-range radio, cellular, or IP alarm transmitter. Such devices will provide a much-needed supplemental transmission method for alarm signaling. However, these devices carry substantial initial costs (and possibly increased monitoring fees) that alarm company clients may not be willing to accept. 



	


